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Abstract. Representation of the problem. Currently, Russia is the country against which the largest
number of sanctions have been imposed. As a result, a great number of unsolved problems have arisen,
one of those problems is the conduct of international settlements. Relevance. In the context of economic
uncertainty and instability the role of cryptocurrencies as a potential alternative to traditional settlement
systems, particularly has surged. The unstable global banking system, characterized by economic crises,
bank failures, political tensions, and imposed sanctions, has highlighted the need for alternative financial
solutions. Cryptocurrencies, with their decentralized nature, offer a potential solution to some of these
challenges by reducing reliance on centralized banking institutions and promoting financial inclusion.
Moreover, in recent years, cryptocurrencies have gained considerable attention and adoption due to
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their borderless nature and potential for faster, more cost-effective transactions. For Russia, the rise of
cryptocurrencies provides numerous opportunities, as embracing cryptocurrencies could offer new
economic prospects by attracting investment, fostering innovation, promoting financial inclusion and
solving settlement problems caused by sanctions. Moreover, Russia has a strong technology sector, and
supporting the development of blockchain and cryptocurrency projects could further strengthen this
industry. Tasks. In order to capitalize on the opportunities presented by the rising popularity of
cryptocurrencies, Russia must develop a balanced regulatory approach that promotes innovation while
addressing potential risks. This could involve creating a clear legal framework for cryptocurrencies,
implementing measures to prevent illegal activities, and promoting education and awareness about
digital assets. By doing so, Russia could harness the potential of cryptocurrencies in the context of an
unstable global banking system and create new prospects for its economy.
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AnHoTaums. [Ipedcmasnenue npodremvi. B nacmosiwee epems Poccust siensiemes cmparnou, npomus
KOMOpOUl 66e0eH0 Haubobulee KOIUUeCmB0 camkyuu. B pezyiomame 5moco 603HUKIO 02POMHOE
KOJIUYeCmB0 HEPEUEHHbIX NpoOieM, OOHOU U3 KOMOPLIX SGIAENC NPOBEOCHUE MeNCOYHAPOOHBIX
pacuemos. AKmyanbHocms. B yciousx sKOHOMU4ecKol HeonpeoeieHHOCMU U HeyCMOUYUBOCMU POJlb
KpUNMo8antom, KaKk NOMeHYUuaibHOU AlbMepHAmuébl mpaouyuOHHbIM CUCIEMAM PACYemos8, 0COOEHHO
gospocia. HecmabunvHas muposas OAHKOBCKASL CUCMeEMA, XAPAKMEPUIVIOWAACS IKOHOMUYECKUMU
Kpuzucamu, 6AHKpomcmeamu OaHK08, NOAUMUYECKOU HANPAANCEHHOCMbIO U 686E0CHHbIMU CAHKYUIMU,
NOOYEepKHYIA HeoOX00UMOCMb ANbMEPHAMUBHBIX (PUHAHCO8bIX peuwieHull. Kpunmosantomul, ¢ ux
O0eYEeHMPATU308AHHOU CYWHOCMBIO, NPeodlazarom NOMEHYUAIbHOe peuleHue HEeKOMOPbIX U3 IMux
npobnem 3a cuem CHUNCEHUs 3A8UCUMOCIMU OM YEHMPATUZ0BAHHBIX OAHKOBCKUX VUPEHCOeHUll U
pacwupenus oocmyna K Qunancoguim ycayeam. bonee moeo, 6 nocieonue 200vl Kpunmosanromuvl
NPUBTEKTU 3HAYUMETbHOE GHUMAHUE U NOIVYUIU WUPOKOE DPACNPOCMpaneHue 0O1azoaps ceoel
Oe3epaHudHol CyWHOCMU U NOMeHyuanry o0as 0olee OblICMPbIX U IKOHOMUYECKU IDDeKmuHbix
mpanzakyuti. /[na Poccuu pazeumue Kpunmogauitom OmKpbleaen MHOSOYUCTIEHHbIE B03MONCHOCHIU,
NOCKOIbKY 8HEeOpeHUe KPUNMOBATION MOXNCEN OMKPbIMb HOBble IKOHOMUYECKUE NePCNeKMUBbl 3d cuen
npueieveHuss UHBeCUYUL, CMUMYIUPOSAHU UHHOBAYUL, pACUlUpeHUus OOCMYna K QUHAHCOBbIM
Yeayeam u peulenus npoonem ype2yiupoeanus, 8bl36anHblx cankyuimu. bonee mozo, ¢ Poccuu pazeum
MEXHOI02UYECKULL CEKMOP, U NOOOEPIHCKA PA36umus OJIOKUEUH-NPOEKmMO8 U KPUNMOBAIIOMHbIX CUCTEM
Moena 6wl ewe Oonvwe YKpenumv 3my ompaciv. 3adauu. Umobbl MAKCUMATbLHO UCHONb308ANb
803MOJICHOCMU, Npedocmasgisiemvle pacmyujeli NonyiapHocmuvio Kpunmosaniom, Poccus Oonxcna
paspabomams cOANAHCUPOBAHHDBII NOOX00 K Pe2yiupo8anuio, KOMopbil CHOCOOCMBYenm UHHOBAYUIM
npu 00HOBPEMEHHOM YCIMPAHEHUU NOMEHYUATbHBIX PUCKOS. DMO MO0 Dbl BKIIOUAMb CO30AHUE YeMKOL
npaeogou 06azvl 01 KPUNMOBAIIOM, OCYujeCmeienue mep no npedOmepaueHulo He3aKOHHOU
0esamenbHOCmu U CIUMyIUpo8anue 00pazo6anus U 0C6e00MIEHHOCU O Yu@Pposuix akmueax. Takum
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05p6130M, Poccuss moana 6v1 ucnonvzosams nomenyuasl Kpunmoeaiont 6 YClo6UAiX HecmabuibHOU
2n06anbHou 6AHKOECKOU cucmemal, €030a6a5 HOBble nepcnekmuebl 0N c80€ell IKOHOMUKU.

KiaroueBble caoBa: Poccus, kpunmosanomsi, caukyuu, BPUKC, Punna, cmetibaxour,
UH@pacmpyKxmypa, HOpmMamusHoO-nNPAoBoe pe2yiuposanue.

bubGanorpapuueckas cevuika: [ puwun B.C., Conosves H.B., Ilykmuna K.A. Ocunosé B.C.

Tlepcnexmu6bl uCnob308aHU YUDPOBIX AKMUBOE 8 MENHCOYHAPOOHbIX pacuémax 6 Poccuu Il [([UTHCD.
2023. MNe 3 (36). C. 93-103. DOI: http://doi.org/10.15350/2409-7616.2023.3.08

Introduction.

Navigating the complex world of digital assets in the context of global economic pressures
necessitates an understanding of the integral mechanisms and frameworks within the sphere of
cryptocurrencies. As we embark on this exploration, we encounter a multitude of definitions reflective
of the diverse conceptualizations of cryptocurrencies. So, we would like to focus your attention on the
following definitions:

» Cryptocurrencies are digital or virtual currencies that use cryptography for security and
operate on a decentralized network called blockchain. They are an alternative form of currency to
traditional, government-issued fiat currencies like the US dollar, euro, or Russian ruble.

« A cryptocurrency is a digital or virtual currency that uses cryptography for security and
operates independently of a central bank.

« A cryptocurrency is a medium of exchange, created and stored electronically in the
blockchain, using encryption techniques to control the creation of monetary units and to verify the
transfer of funds.

Moving forward from these definitions, it's crucial to delve into key aspects that further illuminate
the nature and operation of cryptocurrencies (Viswanath-Natraj et al., 2022):

1. Decentralization: Cryptocurrencies are not controlled by any central authority, such as a
central bank or government. Instead, they are based on a distributed ledger technology called
blockchain, which is maintained by a network of computers (nodes) that work together to validate
and record transactions.

2. Blockchain technology: The underlying technology behind most cryptocurrencies is
blockchain. It is a digital, public ledger that records transactions in a secure and tamper-proof manner.
Each new transaction is added to a "block," and once a block is full, it is linked to the previous block,
forming a "chain” of blocks. This ensures the integrity of the transaction history and prevents double-
spending.

3. Cryptography: Cryptocurrencies rely on cryptographic techniques to secure transactions,
control the creation of new units, and verify the transfer of assets. Public and private keys are used
to enable secure transactions between users.

4. Mining: Mining is the process of validating and adding new transactions to a blockchain.
Miners use powerful computers to solve complex mathematical problems, and when they
successfully solve the problem, they are rewarded with new units of cryptocurrency. This process
helps maintain the security and integrity of the blockchain.

Research Methodology.
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Cryptocurrencies serve various purposes, depending on their design and underlying technology.
They can be broadly classified into three categories based on their goals: transactional cryptocurrencies,
platform cryptocurrencies, and utility or asset-backed cryptocurrencies.

Transactional cryptocurrencies:

These cryptocurrencies primarily serve as a medium of exchange, store of value, and unit of
account. They aim to provide a decentralized, secure, and relatively fast method for transferring value
globally, without the need for intermediaries like banks.

Examples include: Litecoin (LTC): Often referred to as “the silver to Bitcoin's gold,” Litecoin is
a transactional cryptocurrency that focuses on faster transaction speeds and lower fees compared to
Bitcoin.

Platform cryptocurrencies:

These cryptocurrencies are designed to support the development of decentralized applications
(dApps) and smart contracts on their respective blockchain platforms. They enable developers to create
and deploy various applications without the need for centralized control.

Examples include: Cardano (ADA): Cardano is a third-generation blockchain platform that aims
to provide a more scalable, secure, and sustainable ecosystem for dApps and smart contracts. Its native
token, ADA, is used for transactions and as fuel for smart contracts on the Cardano network.

Utility or asset-backed cryptocurrencies:

These cryptocurrencies provide specific utilities or are backed by real-world assets, such as
commaodities or other digital assets. They can serve various purposes, such as enabling access to services,
rewarding users, or representing ownership of assets.

Examples include: Binance Coin (BNB): Initially created as a utility token for the Binance
cryptocurrency exchange, BNB now has multiple use cases, including discounts on trading fees,
participating in token sales, and staking for various services on the Binance Smart Chain.

Tether (USDT), USD Coin (USDC), and other stablecoins: These cryptocurrencies are designed
to maintain a stable value by pegging them to a reserve of assets, such as fiat currency or other
cryptocurrencies. They aim to combine the stability of traditional currencies with the advantages of
cryptocurrencies, such as fast transactions and lower fees (Lyons and Viswanath-Natraj, 2023).

Also, the Ripple cryptocurrency (XPR) is worth mentioning as it slightly differs from other
cryptocurrencies mentioned above. It is designed to facilitate fast, low-cost, cross-border payments and
to serve as a bridge currency between different fiat currencies in the global financial system. Ripple is
the native digital asset of the Ripple network, which is built on a distributed ledger technology called the
XRP Ledger. Unlike other cryptocurrencies like Bitcoin or Ethereum, Ripple's primary focus is on
improving the efficiency and reducing the costs associated with traditional cross-border money transfers.
The Ripple network is designed to work with banks, payment providers, and other financial institutions
to facilitate frictionless, real-time transactions between various currencies.

Ripple's consensus mechanism is different from the proof-of-work used by Bitcoin or the proof-
of-stake used by Ethereum. Instead, it uses a consensus algorithm called the Ripple Protocol Consensus
Algorithm (RPCA), which allows for faster transaction processing and lower energy consumption. XRP
can be considered a transactional cryptocurrency due to its primary use case as a medium for cross-border
transactions. However, it differs from other transactional cryptocurrencies like Bitcoin or Litecoin in that
it is more focused on improving the existing financial infrastructure, specifically in the context of
international money transfers, rather than completely replacing traditional fiat currencies.

Ripple System
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RippleNet is a global payment and settlement system designed to facilitate fast, low-cost, and
secure cross-border transactions. It uses a digital asset called XRP as a bridge currency for transactions
between different fiat currencies. Ripple's technology is built on a distributed ledger called the XRP
Ledger, which is maintained by a network of validating nodes (Son and Jang, 2023).

Processing mechanism of Ripple:

. A sender initiates a cross-border payment: When a user (individual or institution) wants to
send money to another user in a different country and currency, they initiate a transaction on the Ripple
network through a participating financial institution or payment provider.

. Finding the best exchange path: The Ripple network searches for the most efficient path
for the transaction, considering factors like exchange rates and transaction fees. The path may involve
direct exchanges between the sender's and recipient's currencies, or it may use XRP as a bridge currency
if that provides a more efficient route.

. Path validation and exchange rate locking: Once the best path is found, the involved parties
(e.g., banks, payment providers) validate the transaction details, and the exchange rate is locked to
prevent fluctuations during the transaction process.

. Transaction execution: The sender's financial institution debits the sender's account in their
local currency and transfers the equivalent amount to the recipient's financial institution, either directly
or through XRP as a bridge currency. The transaction is settled in real-time, usually taking only a few
seconds.

. Updating the XRP Ledger: The transaction details are recorded on the XRP Ledger, which
is maintained by a network of validating nodes. These nodes use the Ripple Protocol Consensus
Algorithm (RPCA) to agree on the state of the ledger and ensure its integrity.

. Recipient's account credited: The recipient's financial institution credits the recipient's
account in their local currency, completing the cross-border transaction.

Authors *conceptual approaches to problem solving and their analysis.

In the wake of the special military operation in Ukraine, the U.S. and EU governments have
imposed a substantial number of economic and financial sanctions on Russia, which have notably altered
the landscape of international settlements for Russian entities. A significant portion of the Russian
banking sector — roughly 80% — now finds itself under sanctions, impeding the ability of Russian
companies to conduct standard international settlements and prompting them to adapt their strategies.

Given this tumultuous backdrop, an interesting shift has taken place within the sphere of currency
preferences for Russian entities involved in international trade. Due to the sanctions imposed, the appeal
of traditionally dominant currencies such as the US dollar and Euro — now perceived as 'toxic' — has
waned considerably. However, these currencies still play a substantial role in Russian international trade,
accounting for 50% of export operations and 48% of import operations, according to recent data. This
continuing reliance can be attributed to the existing global financial infrastructure and the deep-rooted
status of these currencies in global trade.

Parallel to this development, the sanctions have catalyzed an increase in the use of currencies
from countries that maintain friendly relations with Russia, most notably the Chinese yuan and the Indian
rupee. These currencies, free from the direct impact of sanctions, are becoming more appealing for
Russian businesses seeking stability and certainty in their international transactions. Although the scale
of this shift will likely depend on various factors such as the duration and intensity of the sanctions and
the willingness of these 'friendly' countries to increase their trade and financial ties with Russia.

Moreover, it is crucial to highlight an interesting pattern regarding the handling of export
revenues by Russian companies. A sizable portion of these revenues, instead of being sold in the market,
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is held back and accumulated within foreign infrastructure. The sale of foreign currency primarily takes
place in amounts necessary to pay taxes, with the remainder largely retained offshore. This could be a
strategic move aimed at preserving hard currency resources and hedging against the effects of the
sanctions. It could also be a consequence of the lack of appealing options for converting these funds
within Russia due to the sanctions and related economic uncertainty.

So, as the landscape of international settlements for Russian entities has been significantly
reshaped by the sanctions, it has brought a set of challenges and induced strategic adaptations, leading to
an interesting shift in currency preferences and practices related to the handling of export revenues. These
developments have profound implications for the future of international settlements in Russia, which will
likely continue to evolve in response to the changing geopolitical and economic circumstances (Zharova
and Lloyd, 2018)

Findings.

The imposition of economic sanctions on Russia has sparked the necessity for innovative
solutions to facilitate international settlements. That is why, we would like to propose the creation of a
stablecoin, based on the basket of friendly currencies such as those from the BRICS nations (Brazil,
Russia, India, China, and South Africa), which emerges as a viable solution. This approach could bypass
the traditional banking sector, beleaguered by sanctions, and provide an alternative means for
international transactions.

Given the diverse and relatively balanced economic profiles of the BRICS nations, basing a
stablecoin on their combined currencies could result in a reasonably stable and liquid instrument. The
composition of the stablecoin could be predicated on the share of each currency used in international
settlements between these nations, ensuring a balanced representation and fostering inter-BRICS trade.
However, formulating the exact composition would require a comprehensive analysis of trade flows,
exchange rates, and economic prospects of the respective countries.

The St. Petersburg Stock Exchange (SPB), with its focus on investing in foreign assets and the
infrastructure it provides for this purpose, could potentially play a pivotal role in realizing this concept.
The Exchange is currently building a network of depositories in friendly jurisdictions, thus strategically
positioning itself to sidestep the reach of the sanctions. These facilities could serve as the backbone for
the issuance, storage, and transfer of the proposed stablecoin. They could also aid in mitigating potential
sanctions-related risks, given their strategic locations.

Another noteworthy aspect is the potential liquidity provision for the stablecoin. Russian
exporters, known for accumulating their revenues abroad, could be instrumental in this regard. The
revenues thus retained could be used to purchase and hold the stablecoin, contributing to its stability and
liquidity. This could incentivize other entities, both within and outside Russia, to adopt the stablecoin,
given its liquidity and potential for value preservation in the face of sanctions-induced economic
uncertainty.

Analysis of the presented results.

To facilitate the creation of such a stablecoin, a collaborative, multi-pronged approach would be
required. Firstly, the development of a robust legal and regulatory framework would be paramount. This
would involve addressing issues such as the stablecoin's legal status, compliance requirements, and
mechanisms to ensure financial integrity and transparency. It would also entail working closely with the
central banks and financial regulators of the respective BRICS nations to ensure the stablecoin's
alignment with their monetary policies.

Secondly, the development and implementation of a robust technological infrastructure would be
essential. This would involve building secure and efficient blockchain platforms to support the issuance,
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transfer, and redemption of the stablecoin. The use of advanced cryptographic techniques would be
necessary to ensure the security and integrity of transactions, while scalable and efficient consensus
algorithms would be required to handle potentially large transaction volumes.

Thirdly, establishing a reliable price stabilization mechanism would be vital. This could involve
the use of algorithms that adjust the stablecoin's supply in response to changes in its price or the value of
the underlying currency basket. A reserve of the underlying currencies could also be held as collateral to
back the stablecoin and ensure its stability.

However, while the proposed stablecoin could offer several benefits, it's not without its risks. The
stability of the stablecoin would depend largely on the stability of the underlying currencies, which could
be influenced by a variety of factors, including geopolitical risks, economic policies, and market
dynamics. Moreover, the use of the stablecoin could potentially attract additional sanctions, given its
potential to circumvent existing ones. Measures to mitigate these risks would need to be embedded into
the stablecoin’s design and operational framework.

Transitioning from the concept of a BRICS-based stablecoin, we furthered our proposition to the
development of a comprehensive network system to streamline international settlements. By drawing
parallels with the Ripple network, we proposed a blockchain-based network that utilizes the
aforementioned stablecoin. This network would enable a transparent, secure, and efficient way of
conducting international settlements, significantly reducing reliance on traditional banking systems. In
the following sections, we will delve deeper into this conceptual framework, exploring the transactional
mechanics, compliance and security measures, and potential risks associated with the proposed system.

The blueprint of the settlement system.

1. Network Structure:

The stablecoin network would function on a distributed ledger technology (DLT) system. This
decentralized approach ensures transparency and reduces the potential for single points of failure, while
also maintaining the integrity of the transaction data.

The network would comprise nodes, representing individual participants or entities within the
network, such as banks, financial institutions, and businesses. These nodes would operate based on a
consensus algorithm, which ensures all network participants agree on the validity of transactions.

2. Issuance of the Stablecoin:

The issuance of the stablecoin would be centralized through a trusted authority - let's call this
entity the 'BRICS Financial Authority' (BFA). The BFA could be a consortium formed by the SPB Stock
Exchange, BRICS banks, and other key stakeholders. The BFA would issue the stablecoin against the
respective BRICS currencies deposited in the depositories, based on the predetermined basket weights.

3. Transaction Flow:

The transaction process would consist of a series of steps:

a. The sender initiates a transaction in their native currency. This transaction request would be
propagated across the network.

b. The transaction would be routed through a liquidity provider (LP). The LP could be Russian
exporters or other entities holding the stablecoin. The sender's native currency would be exchanged
for the equivalent amount of stablecoin.

c. The stablecoin would then be transferred across the network, from the sender's node to the
recipient's node.

d. The recipient's node would then convert the stablecoin back into the recipient's native
currency, with the help of a local LP.
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e. The final transaction, now in the recipient's currency, would be confirmed and recorded on

the blockchain.

4. Consensus Mechanism:

A consensus mechanism, similar to Ripple’s consensus protocol, could be adopted to validate
transactions. In this mechanism, each node has a unique node list (UNL), comprising trusted nodes
chosen by it. When a transaction is initiated, it is verified by the nodes in the UNL. If a supermajority
agrees on the transaction's validity, it is considered validated.

5. Compliance and Security:

The network would need to comply with international security standards, such as the 1ISO/IEC
27001, to ensure data integrity, confidentiality, and availability. Robust cryptographic techniques would
be used to secure transactions.

6. Interoperability:

The network could potentially be made interoperable with other DLT systems to expand its utility
and enhance ease of use for participants. Interoperability protocols would allow for cross-chain
transactions and widen the stablecoin’s reach.

Potential Risks.

The creation of such a network brings its set of risks, primarily relating to regulatory compliance,
technological security, and market liquidity. Measures to mitigate these risks would include
implementing stringent security protocols, maintaining a sufficient reserve of the underlying currencies
to ensure liquidity, and regularly liaising with financial regulators to ensure the operations remain within
legal and regulatory boundaries (Gonzalvez-Gallego, 2021).

Conclusion.

In conclusion, the world of cryptocurrencies offers a potential pathway for mitigating the
economic pressures faced by Russia due to international sanctions. The characteristics of
cryptocurrencies, such as decentralization, security via cryptography, and operation outside traditional
banking systems, offer an alternative means for conducting international transactions. The possible
transition from traditional banking systems to decentralize ones can signify a broader shift in the global
financial landscape, highlighting the growing relevance of digital assets. Despite the challenges, the
strategic use of cryptocurrencies and related technologies offers promising possibilities for fostering
financial resilience and bolstering international trade in an increasingly interconnected global economy.
It's a testimony to the transformative potential of blockchain technology and a glimpse into the future of
international finance and trade.
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